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Asure Security

Integrated Information Security Managed Services
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INFORMATION SECURITY

Asure Security of HKBN Enterprise Solutions (HKBNES) offers a suite of managed multi-functional security services with advanced

threat prevention technology, certified security professionals and a round-the-clock security operations center (SOC), customers

can easily safeguard their networks and systems, whilst staying within regulatory compliance.
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Features and Benefits 9
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= All-in-one Information Security
Managed Services
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Get up and running in no time with all-inclusive
packaged services
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Round-the-clock Monitoring
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Round-the-clock monitoring of customers' networks by ISO
27001 certified SOC and network security professionals
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Well-defined security information and event management
(SIEM) process
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3“_ Customised Solutions
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Bespoke solutions and innovative technology for regulatory
compliance

REESETERERLE - BIEREHEEMBIERS
£

¢ 1 Top-the-Class Threat-proof Tech
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Stay protected by top-of-the-class unified-threat-management
(UTM) firewall and advanced threat prevention (ATP) technology
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@ Reliable Professional Expertise
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Network engineers are certified by world-class vendors to
ensure outstanding service reliability
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Inform customer
about the incident
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How It Works
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Protect Customer's site with User Portal
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Firewall URL Filtering
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On-demand activation of
DDoS mitigation service
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Application Control * Anti-Bot Incident Report
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Identify the log that
meets any incident's criteria
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Collect log from Security Gateway
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Enhanced SIEM and Proactive Protection Uplifting Security Level
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Security Assessment and Advisory
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In accordance with stipulated security levels and industry-specific
requirements, a systematic evaluation will be conducted to assess
the customer’s network and systems. Security enhancement
recommendations will be provided to ensure compliance with
regulations.
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Vulnerability Scanning
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Regular network checks are undertaken to identify known
vulnerabilities and to recommend remediation actions.
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Regular Compliance Check
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Regular network review helps identify security weaknesses or
misconfigurations based on industry benchmarks, e.g. HIPAA, PCl,
SOX, 1S027001, and provide useful recommendations to bolster
regulatory compliance.
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Penetration Testing
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Authorised simulated attacks are conducted to find security
weaknesses in a customer’s network environment.
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The services described in this publication are subject to availability and may be modified from time to time. Services and equipment
provided are subject to HKBN Enterprise Solutions' respective standard conditions of contract. Nothing in this publication forms any part of any contract.
© HKBN Enterprise Solutions 2020. All Rights Reserved.
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